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Abstract
communication platform for Multi-Agent Systems (MASalled
TrustMAS. Based on analysis of routing protocolstade for
MAS we have designed a new proactive hidden rouffrgposed

steg-agents discovery procedure, as well as furihates updates

and hidden communication, are cryptographically epehdent.
Steganographic exchange can cover heterogeneous
geographically outlying environments using avaialkoss-layer
covert channels. Finally we have specified rules #gents have to
follow to benefit the TrustMAS distributed routdafform.
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1. Introduction

Decentralization of the operations was recognized &alid
paradigm in the early 1960’s. It was confirmed &rbbust
and efficient and it was used as a fundament imticrg
architecture for such breaking ideas like Interaetl grid
computing. Nowadays we are witnessing expansion
distributed systems and services ahead with fomela

In this paper we present an idea of truste®ne host to another while preserving its data atades

Agents can be characterized with the following s
[8]:

Interaction - by performing actions agents influence the
environment they operate in,

andFlexibility - that can be defined as an ability of the agents

to be responsive to the changes occurring in its

environment and to interact with other agents @oci

property) to achieve common goal (proactive propert

[22],

- Autonomy- no direct intervention of humans (or other
entities) is needed for agents to act.

The main advantages of the systems that utilizentage
include: fault tolerance (as it is harder for icken to
interrupt communication when it is distributed) alsbility
and flexibility, performance improvements, lightgef
design and an ability to be assigned to differersks to
perform. The most common applications of MAS vafiesn
network monitoring (e.g. IDS/IPS systems [21]) and
Prﬁanagement, information filtering and gathering g(e.
Google), building self healing, high scalable netwoor

peer-to-peer overlays [1]. Today the most promisingyoiection system [42] to transportation, logist®l other

application of the distributed operations are ag€(fit9],
[22]). History of the agents tracks back to digitéyl
artificial intelligence (DAI) and distributed pradsh solving
(DPS) concepts [19]. We can define them as thepiexdent
software components that are able to act autondsnaunsl
which can represent another entity (e.g. human)telher
systems that consist of many agents interactingy wich
other form MAS [41].

Combining MAS platforms  with
techniqgues enables secure and
communication among trusted multi-agent populatod it
is a novel contribution of the TrustMAS. In our easch we
were focused on providing trusted communicatiorwben
chosen agents using steganographic channels. $nwihy
distributed steganographic router is formed.

2. Backgrounds

2.1 Agents and trust in MAS
Agents can be generally classified stationary or mobile

(e.g. graphic computer games development [43]).

MAS systems are implemented based on platformshwhic
are the tools to build multi-agent systems. Nowadtye
most popular platforms include: JADE [52], AgentBer
[53], JACK [54], MadKit [55] and Zeus [56]. Suchadis
simplifies the implementation of multi-agent system

Providing security for MAS is crucial as nowadaysst
technology’s global scale development is still tedi by

steganographiCsecyrity constrains and vulnerabiliies ([23], [f16], [33],
unrestricted hiddeity). Classical security model based on central] gecured

bastion paradigm is no longer sufficient, becausenéw
distributed network environment agents are ideahcht
targets for any malicious operations. Moreover dgents,
themselves, are prefect attack tools. The most itapb
attacks that can be performed using MAS includansping,
DoS (Denial of Service) and spoofing ([16], [21]).

On the other hand mobile agents create dynamic
environment and have to be able to establish adthwst
relations to perform intended tasks collectively dan
effectively. Particularly challenging goals are raarttication

agents. The main difference between both typeshdt t process where an identity of agent may be unknomch a

stationary agent resides only on a single platf@nost that
agent operates on) and mobile one is able to neigram
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authorization decisions where a policy should acoondate
to distributed and changing structure. Trusted eoafon in

1554-1010 $03.50 © Dynamic Publishers, Inc



236

Szczypiorski, Margasski and
Mazurczyk

heterogeneous MAS environment requires not onlgttruothers it is possible to provide agents’ untradégbiThe

establishment but also monitoring and adjustingstend
relations.

Main two concepts of the trust establishment in
distributed environment ([28], [27], [31]) are raputation
based([12], [26], [2], [36], [34]) and acredential (or rule)
based trust management (TM) ([5], [6], [11], [39], [20],
[40]). The first one utilizes information aggregatey system
entities to evaluate reputation of chosen entitgsiBally,
decisions are made according to recommendations ditber
entities where some of them can be better thanrothfe

origin of collaboration intent in this manner cae bidden
from untrusted agents and eavesdroppers.
a

2.3 Routing in TrustMAS

Routing protocols in IP networks are changing, bse t
networks evolved, from distance-vector (e.g. Raptin
Information Protocol (RIP), Interior Gateway Rougfin
Protocol (IGRP)), link-state (e.g. Open ShortesthFairst
(OSPF)) and hybrid (e.g. Enhanced Interior GateRayting

example of the reputation computation system can Bdotocol (EIGRP)) protocols for wired networks toactive
influential PageRank developed by Google. The sicoff€d- Destination-Sequenced Distance Vector (DSDV),

solution — the credential based TM — utilizes sec(g.g.
cryptographically signed) statements about a chestity.
Well known credential based platform is Public Ke

Wireless Routing Protocol (WRP), Global State Rugti
(GSR), Optimized Link State Routing (OLSR)), reeetie.g.

yAd hoc On-demand Distance Vector (AODV), Dynamic

Infrastructure where role of credentials fulfil 509 Source Routing (DSR), Light-weight Mobile Routing

certificates. Essential in reputation evaluatioa {gesence of
a risk factor. These flexible solutions do not exi@ wrong
decisions. Credential based decisions are morabfelibut
require well defined semantics.

2.2 Steganography

Information hiding techniques such as network, autihage
and text steganography, can became a powerfulthadlican
be used to establish secure and stealth commuoricgii8],
[25], [38], [32], [3], [24], [35]) among trusted egts. Most
of contemporary, widely available
steganographic systems are dedicated to the maditme
applications — hidden data is distributed in souiles,
images and movies. A focus on a content exchange
application layer of network model (e.g. watermagkas an
intellectual property rights protection tool) cae bbserved.
Steganographic solutions located in network prdtoere
not relatively widespread, but they exist — mosthafm rely
on usage of communication protocol's optional feeldr
untypical values from correction codes space.

For MAS environment we propose a distribute
steganographic router which will provide abilitydeeate the
covert channels between chosen agents. Paths Inef\geats
can be built with the use of any of the stegandgap
methods in any OSI RM layer and be adjusted to t
heterogeneous characteristics of a given networke
concept of a steganographic router, as statecegasdinew in
the steganography state of the art and also MASntdogy
seems to be very accurate to implement such réotéris
environment. To develop safe and a far-reachingntag
communication platform it is required to enhancetirg
process with anonymity. The first concept of networ
anonymity was introduced in the seminal paper o&udh
[10]. System Mixnet proposed there has become radiation
of modern anonymity systems. The concept of Mixn
chaining with encryption has been used in a wideeaof
applications such as E-mail ([30],[13]), Web bravesi18],
ISDN [33], and general IP traffic anonymization éedom
[17], TOR [29]). Other solutions [9] seem to playless
important role or, as Crowds [47], can be consideas
simplifications of Mixnet. By means of forwardingffic for

implementation o

(LMR)) and hybrid (e.g. Zone Routing Protocol (ZRP)
Scalable Location Update Routing Protocol (SLURP),
Distributed Dynamic Routing (DDR)) protocols for
MANETSs [50], [51].

In TrustMAS the most important component that psgeb
distributed steganographic router must posses ging
protocol. The effective routing protocol is vitalrfagents’
communication and their performance. The routingtquol
that will be developed for TrustMAS must take imtccount
all specific features that are not to find in ariies routing
environment. That includes: providing anonymity hwit
random walk algorithm and usage of steganographic
methods. Both those aspects affect performancehef t
routing convergence. The first one influences upstatue to
provide anonymity service they must be periodice Shcond
dMe affects links’ available bandwidth.

That is why the routing protocol for TrustMAS witle
designed from the scratch, will be kept as simgl@assible
so non of the existing routing protocols for MANE&se
applicable. It will be a distance vector proactaigorithm
(and will be described in details in section 4).

%, Architecture and main components of

TrustMAS

3.1 Agents in TrustMAS: Steganographic Agents

Th(%As) and Ordinary Agents (OAs)

Two types of agents are present in TrustMAS platfor
There are Ordinary Agents (OAs) that uses thisfquiat to
benefit from two security services that it providesist and

ganonymity. The second type of agents are Stegapbigra

Agents (StegAgents, SAs) that use TrustMAS to perfo
hidden communication. The OAs are not aware of the
presence of SAs. And even if malicious agents exist try

to uncover SAs and their communication, there amamn

dpechanisms available in TrustMAS (described latef)mit

potential risk of disclosure. Each StegAgent israbgerized
with its address and steg-capabilities that describe
steganographic techniques that SA can use to chéddien
channel to communicate with other SAs.

In TrustMAS, StegAgents may perform steganographic
communication in various ways, especially by usimgthods
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in different layers of TCP/IP model. In particul&As may
utilize other than application layer methods by ngsi
specialized middleware enabling steganography tiraail
layers in this model. In some cases there is ailgtigsto
use only application layer steganography i.e. imagaudio
hiding methods. Hidden communication via middleware
different layers gives opportunity for SAs to edigtb links
outside MAS platform. Examples of techniques irfed#nt
layers of TCP/IP model that enable covert channelsdes:
- Application layer e.g. audio, video, still imagext
hiding methods,
- Transport and
steganography,
Data link layer methods depend on available mediugn
HICCUPS [38] system can be utilized on WLAN links.
Using such cross-layer
advantages as it gives more possibilities of exgimgn
hidden data and it is harder to uncover. Howevailding
the path with many different steganographic methods

network layer:

introduce delays, therefore some hidden data methoéfI

known from the state of the art, may be not sudfitito carry
network traffic (reminding that in some steganogiap
applications delay is not best measure, becausbesieone
is just to be hidden).

STEG ROUTING

e <)
o

MAS PLATFORMS

NETWORK

Figure 1. Architecture of TrustMAS

3.2 TrustMAS architecture

The proposed architecture of TrustMAS can be diesdrbn
three planes (Fig. 1). In MAS PLATFORMS plane, tiay

protocol (network)

steganography has certain

steganographic router (section 3.4).

3.3 Security services in TrustMAS: and
anonymity

Multi-agent systems give opportunity to build aneaiy’
community. In such environments, like in human sbgi
trust and anonymity become important issues as ey
agents to build and manage their relationshipst Thavhy
we assume that:

- There are no typical behaviors of the agents iraalin
the particular MAS community,

All agents may exist and live their lives in theiwn way -
this assumption results in lack of defining agemterests
and gives no information about characteristics of
exchanged messages,

Because our work is focused on information hiding i
MAS, we don't assume that any background traffistsx
These assumptions are rather generic and do help to
escribe TrustMAS in theoretical way of building
steganographic system. In real environment suchlPas
networks background traffic will exist and will aggate
detecting of the system.

Agents must posses certain level of trust for esblr, in
order to minimize the uncertainty of the interagtiothey
perform. Moreover agents interactions often haveappen
in uncertain, dynamically changing and distributed
environment. Trust, as it is usually describingatality or
trustworthiness of the other communication sidegpsrts
agents in making right decisions. When trust véduggh the
party with which agent is operating gives more deanto
succeed e.g. agents need less time to find ané\eltheir
goals. On the contrary, when trust value is low, ¢hoice of
the operating party is more difficult, time-consagiand
provides less chances for success. In a proposestMAS
platform we provide trust and anonymity for eacleraghat
wishes to join it. Main trust model of TrustMAS gtam is
based on specific behavior of agents — waitingefqrected
scenario and following dialog process mean thahtsgare
trusted. Other, not included in this work trust ralsddepend
mainly on application of TrustMAS and can be chahge
accordingly.

TrustMAS includes anonymous technique based on
random-walk algorithm [46] for providing generalrpase
anonymous communication for agents. To send a mgessa
anonymously the agent sends the message to a rjndom
chosen agent. The message contains a destinatdnesad

trust

areas represent homogenous MAS platformsf, blacls dGlthen, the selected agent flips an asymmetric anidetcide
represent  StegAgents and white ones Ordinary Agenfgaiher to forward the massage to the next randgemta
involved in TrustMAS. StegAgents act as a distréolt The coin asymmetry is described by a probabitity The
steganographic router (Steg_—Router) as shqwn on (ETEproxy agent forward the message to the next ranpiamy
ROUTING  plane. Connections are possible betweefyont with the probabilityy and skip forwarding with a
StegAgents with use of hidden channels, locatedanous probability 1 —p;. This probabilistic forwarding assures

network layers (NETWORK plane), and at the platform,,, ity hecause any agent can not conclude isages
level. As mentioned earlier, what steganographi¢hoes received in this manner are originated from theireat
will be used to communicate between each StegAgenis,qer

depend on their steg-capabilities. _ If many agents join TrustMAS it will be easier tidé
The main components that form TrustMAS amh'tectumcovert communication exchanged between SAs. Alintge

that will be described, include: SAs and OAs (€BTB.1), a4 take part in proposed MAS platform benefitnirerust
trust and anonymity services (section 3.3) andridigied
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and anonymity that is provided for their interango But
ability of using TrustMAS dictates some conditiore
agents that want to use it are obligated to folb@ntain rules
like e.g.
according to random-walk algorithm. This is the stothat
agents have to “pay” in order to benefit from teast
environment.

O sender
@ Receiver

O Random Agent

Figure 2. Agents Random Walk

3.4 Distributed steganographic router (Steg-router)

As described in section 3.2 all the StegAgentsnsiMAS
and their ability to exchange information by usingiden
channels form distributed steganographic routeregSt
router). Proposed Steg-router is a new conceptudéiihg
distributed router to carry/convert different cavehannels,
where typically covert channel is end-to-end cotinac
Conversion of hidden channels is performed
heterogeneous environment (exp.: hidden informaitioan
image converted into hidden information in WLAN)dathe
MAS platform is used here as environment to implentieis

Szczypiorski, Margasski and
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4. Steg-routing protocol

forward discovery steganographic messages

A typical distance vector routing protocol operageserally
in the following way: each node sends periodicaltirg
updates (its entire route table) to all their nbigis. That is
why proposed steg-routing protocol will be chardzesl by
describing three mechanisms:
Discovery and maintenance of the neighbors (sedtib)
Exchanging routing tables (section 4.2),
- Creating steg-links and steg-paths (section 4.3).

4.1 Discovery of new SAs and maintaining neighbors
table
As stated above, all the agents involved in TrusBVA
perform anonymous exchange based on random-walk
algorithm. In this procedure each agent uses asyrme®in
to decide if it passes data or not to randomly ehaagent
(StegAgents or other involved in TrustMAS). StegAigze
uses this procedure to send anonymous message with
embedded stegmessage that consists of:
- StegAgent’s address,
- StegAgent’s steg-capabilities (available stegaruga

methods to use for covert communication).

Such mechanism is analogous to sending hello patke
the neighbors in classical distance vector progoshere it
is responsible for discovery and maintenance of the
_neighbors table. In proposed protocol random wigkrithm
Iherforms only discovery role. So the discovery ghés
performed by SAs that are already involved in TVU&S
and by new SAs that want to join it.

Moreover, each StegAgent will maintain two tables:

concept. This gives opportunity to evaluate a newejghbors and routing table. Neighbors table iste based

communication method and explore new potentialatisrén
MAS environment.

The main component of proposed Steg-router
steganographic routing protocol (Steg-routing peotp that
is described in section 4. It is a distance veptotocol and
it uses random walk algorithm (mentioned earlierpérform
discovery of new StegAgents that join TrustMAS (n&#s
also perform this algorithm in order to join Trusid, to be
able to find existing SAs). It also utilizes heftechanism to
build neighbors’ relations with other SAs and totede
changes in their presence. We chose a distancervectting
protocol without triggered updates for securitys@ss - to
avoid potential attacks connected with monitorirgeras
behavior. We can imagine a situation in which time af the
malicious attack is to observe agents behavior at®oving
random agent from the TrustMAS. If the removed ageas
StegAgent and if the Steg-routing protocol useggeied
updates then suddenly there will be vast activitythe

TrustMAS, because triggered updates will be send t

announce changes in the network topology. Fromsdme
reason distance vector protocol was utilized over link
state or hybrid one. Another drawback of the lirtlates
protocol (or hybrid) for our purposes is that itshgreater
requirements on processing time and memory thetardis
vector and agents may be lacking in both thosecaspe

on the information obtained from random-walk altfori
operations. The neighbor relation is formed betwégo
i§tegAgents if there is a steg-link that connectsnth
Maintenance of the actual information in neighbtaisle is
achieved by sending, periodically, hello packetsoufh
formed steg-links (covert channels — connectionngisi
steganography to next hop SA). Such a solution shéip
identify the situation when one of the StegAgergsdmes
unavailable.

So the discovery and maintenance procedure fromete
StegAgent point of view, that wishes to join Trugt®] can
be described in the following steps:

- Each SA (joining or already involved) uses randoatkw
algorithm to discover other SAs in TrustMAS. Fig. 3
presents the situation, for the case, when newr@A to
connect to existing, already interconnected Stegfsye
Each agent (SA or OA) passes or drops the discovery
stegmessage sent based on the random walk algotithm

O this way new or existing SAs are learned,

Based on the information collected from the firgiot

steps, steg-links are formed between new StegAgedit

found ones if their steg-capabilities match,

- Two SAs become neighbors if the steg-link existsvben
them. The corresponding entry is added in new SA
neighbors table,
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Each SA sends periodically hello packets throughntire routing tables from its neighboring StegAge(Fig.
available steg-links (Fig. 4) to check if the ndighis still  5).

available,

If a hello packet is received by SA it refreshes

corresponding entry in its neighbors table. If thello

packet is not received during set period of timeisit

removed from the neighbors table.

Figure 5. Exchanging routing information between SAs

Then the routing information is exchanged perioktlica
between SAs. When new SA receives the routing $afipben

Figure 3. Discovery mechanism with random walk  its neighbors it is able to learn about other distaSAs and
algorithm in TrustMAS for new SA how to reach them. Based on this information it eiso

form new steg-links with other SAs (Fig. 6).
Outside the platforms connections are learned fiiged

relations. Collected information helps to form iingttables.

) ) ) Figure 6. New StegAgent learns about other SAs n
Figure 4. Forming steg-links between StegAgents and

) ) TrustMAS
creating neighbors table If one of the SAs becomes unavailable, the chasge i
4.2 Exchanging routing information detected with the hello mechanism. Then routindetad

TrustMAS uses steganographic channels to exchanging updated and the change is sgnt_to all the r_ueigh'hotbe

tables between StegAgents. These routing updatesemt "N€!gnbors table, when there is time (periodic) émds the

also at regular intervals to finally achieve proagthidden ©niire routing table. _

routing. Routing proactivity provides unlinkabilitgf the E_ach routing entry in the routing table_reprgsdnmst

steganographic connections and discovery processs Tavaﬂgb]e steg-path to distance StegAgent witmigric. The

procedure as well as further hidden communicatien fT“IetI‘IC.IS based on:. .

cryptographically independent. - Available capacity of the steg-links along the ¢éodbnd
To show how the routing information is exchangedwile steg-path,

continue the scenario from the section 4.1, wheesenew SA - Intrqduced delays along'the steg-path, .

joins TrustMAS. After the discovery phase, when tiv - Available steganographic methods — for securitysoea

SA's neighbors table possesses actual informaticeceives ~ Some steganography methods may be preferred thersot

(e.g. because they are more immune to steganalisys)
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routing) can be also expressed in the followingugsecode:
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Algorithm 1

(1) randomWalkRequest - listenMAS()

) routingUpdateRequest - listenNETWORK()
3) hello - listenNETWORK()

(4) do

®) {

(6) if (randomWalkPeriod + random(fluctuationRW)
(@] exceeded)

(8) sendRandomWalk(myAddress, myCovertChannels)
9) if (routingUpdatePeriod + random(fluctuationRU)
(10) exceeded)

(11) sendRoutingUpdate(myRoutingTable)

(12) if (helloPeriod + random(fluctuationH) exceeded)
(23) sendHello(myNeighboursTable)

(14) if (randomWalkRequest)

(15) {

(16) if (findStegMsg(randomWalkRequest))

) {

(18) foundAddress, foundCovertChannels -
(19) uncover(randomWalkRequest)

(20) if (isNewEntry(foundAddress,

(21) foundCovertChannels))

(22) {

(23) myRoutingTable -

(24) updateMyRoutes(foundAddress,

(25) foundCovertChannels)

(26) sendRoutingUpdate(myRoutingTable)
@7 }

(28) }

(29) forwardRandomWalk(randomWalkRequest)
(30) }

(31) if (routingUpdateRequest and

(32) findChanges(routingUpdateRequest))

(33) {

(34) myRoutingTable -

(35) updateMyRoutes(routingUpdateRequest)
(36) sendRoutingUpdate(myRoutingTable)

(37 }

(38) if (hello)

(39) {

(40) myRoutingTable -

(41) updateNeighborLastHelloTime(hello)

(42) }

(43) for each neighbor - entry(myNeighborTable)
(44) if(helloTimeout(neighbor) exceeded)

(45) {

(46) myNeighborTable -

(47) removeEntry(neighbor)

(48) sendRoutingUpdate(myRoutingTable)

(49) }

(50) twhile (- ¥)

(51)

(52) subroutine sendRandomWalk(address, channels)
(53) {

(54) destination - selectRandomAgent(myPlatform)
(55) sendViaMAS(destination, cover(address,

(56) channels))

(67) }

(58)

(59) subroutine forwardRandomWalk(message)

(60) {

(61) if (coinFlip(pf) = heads)

(62) {

Szczypiorski, Margasski and
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(63) destination - selectRandomAgent(myPlatform)
(64) sendViaMAS(destination, message)
(65) }
(66) }
(67)
(68) subroutine sendRoutingUpdate(table)
(69) {
(70) for each destination - entry(myNeighborTable)
(71) sendViaNETWORK(destination, cover(table))
(72) }

4.3 Additional improvements to limit convergence
time
If the steg-routing protocol operates like desatibim
sections 4.1 and 4.2 the following scenario mayuaceew
StegAgent uses random walk algorithm and discowsos
existing SAs (SAl and SA2 - Fig. 7).

Figure 7. Scenario: new StegAgent discovers two SAs but
can not communicate with them due to steg-capasilit
incompatibility

Figure 8. Mechanism for improving convergence that
enables other SAs to form a steg-link with new Batt
shares the same steg-capabilities

Unfortunately both StegAgents: SA1 and SA2 postss S
capabilities that are not compatible with new Stge@t ones.
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That means that it is unable to exchange eithdo Ipalckets (1) else noPathFound()
nor routing tables, because the steg-links areforated. In  (15) }
this case the following mechanism can be utilizedrtprove
convergence as showed in Fig 8.
The main idea of this mechanism is as followsxiseng
SA is discovered by new SA that was not yet knonah their
steg-capabilities are incompatible (like New SA &l in
Fig. 8) it sends “form steg-link” message (markedla F
message in Fig. 8) to one of its neighbors thateshthe
same steganographic methods as new SA (it can ehbs
neighbor by inspecting its routing table where #teg-
capabilities are also stored). Such message (feegisk)
must contain an address of new SA (SA_address)itand
steg-capabilities (SA_steg_capabilities) and canfdymed
as:
form steg-link SA_address SA_steg_capabilities
Figure 9. Example of SAs with their available steg-links
In Fig. 8 SA1 sends “form steg-link” message to SA3 and calculated metrics
because it knows that SA3 possess compatible steg- o )
capabilities with joining SA. When StegAgent SA%ewes  Created and maintained routing table enables StexgiAg
this message it send the hello packet to the newoSérm a Send data via hidden channels, where metrics acelated
neighbor relation and to form a steg-link. Then tbating Pased on the available steganographic methods.
table is exchanged and new SA learns about othsriisfe
TrustMAS.

4.4 Creating steg-links and steg-paths

The end-to-end connection between two distant Siegfs

is called steg-path. Every steg-path is createcedbamn
available steg-links. The algorithm of forming a&gpath
uses metrics that are set for each steg-link. Rgutietrics in
TrustMAS are calculated based on the steganography
methods, its capacity and introduced delays.

If two hops are available, the steg-link is choserthe
path, if it possesses higher capacity value, inicedless
delay and uses more preferred steganographic me#isa
there is a situation possible that on one stegtivdkor more
steganographic methods are available. In this wesecs are Figure 10. Example of forming steg-path based on
calculated for each steganographic method and #s¢ ib available steg-links
chosen (Fig. 9).

Each SA is also responsible, if it is necessary, fo F|g 10 shows how an examp|e end-to-end Steg_mth i
converting steganographic channels according tonée  formed based on exemplary steganographic methods. A
hop SA steg-capabilities. In this way a stegandgmmuter mentioned earlier each steg-path consist of certanber of
functionality is provided. the steg-links (connection to next hop SA; steg-lis e.g.

The algorithm that each StegAgent uses to cho@® stpetween SA A and SA B in Fig. 10).
path can be expressed in the following pseudo code:

5. Conclusion and future work

Algorithm 2

1) if (newDataToSend) We have presented concept of a distributed stegapbig

2) { router that provides ability to create the covenarnels

3) paths - findPathsMatch(myRoutingTable, between chosen agents. Paths between agents chuiltbe

4) destination) with the use of any of the steganographic methadany

5 if (count(paths) > 1) network layer and be adjusted to the heterogeneous

_ _ characteristics of a given network.
calcMetricsForPaths(paths, capacity, delay,

)

6) {
)
) steg_method)

Future work will cover performance analysis of gfreposed

9) BPath - chooseBestPath(paths) ' . ) ) -
10) sendData(BPath) steganographic routing, its convergence time, akbl
11) } range, and potential limitations.

12) else

13) if (count(paths) = 1) sendData(paths)
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